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AMENDMENTS TO THE DRAWINGS: 



Subject to the Examiner's approval, please substitute FIGs. 4 and 5 with the 
attached substitute FIGs. 4 and 5, 



FINNECAN 
HENDERSON 
FARABO W 
GARRETT & 
DUNNERLLf 

1300 I Street, NW 
Washington, DC 20005 
202.408.4000 
Fax 202.408.4400 
www.fi n negan .com 



-14- 



REPLACEMENT SHEET 



CLIENT APPARATUS 



20B 



SENSOR UNIT 



SENSOR 



ARITHMETIC 
SECTION 



COLLATION 
SECTION 



COMMON KEY 

STORAGE 

SECTION 




DECRYPTION 
SECTION 



CLIENT AUTHENTICATION 
SECTION 



COMMON KEY 

STORAGE 

SECTION 



AUTHENTICATION 



ENCRYPTION 
SECTION 



22 



DECRYPTION KEY 
STORAGE 
SECTION 




21 



CERTIFICATION 



23a 



DECRYPTION 
SECTION 



30 



140A 



BUSINESS SOFTWARE 



-►COMPUTATION 
RESULT 



20A 



IC CARD 



J 3 



V',;.-, 



BIOLOGICAL DATA 

STORAGE 

SECTION 



12 



CRYPTOGRAPHIC 
KEY STORAGE 
'SE'CTION 


^ ► 


AUTHENTICATION 
SECTION <:15 






CERTIFICATION 




14 



ENCRYPTION 
SECTION 



/ 



FIG. 4 



REPLACEMENT SHEET 



c 



START 



INSERT IC CARD 







PERFORM MUTUAL AUTHENTICATION BETWEEN CLIENT 
AUTHENTICATION SECTION AND IC CARD 






ENCRYPT BIOLOGICAL DATA AND SEND ENCRYPTED DATA TO 
CLIENT AUTHENTICATION SECTION 






DECRYPT ENCRYPTED BIOLOGICAL DATA 






ENCRYPT BIOLOGICAL DATA WITH COMMON KEY AND SEND 
ENCRYPTED DATA TO SENSOR UNIT 






DECRYPT ENCRYPTED BIOLOGICAL DATA 








■ST1 



-ST2 



T3' 



-ST4 



.ST4a 



T4b 



ST5 




, . / ■ 




YES 




EXECUTE COMPUTATION 






r 



END 



'ST7 
ERROR DISPLAY 

FIG. 5 



